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LEGAL ISSUES & EMAIL: wHY YOUR BUSINESS SHOULD HAVE AN EMAIL POLICY

Email is the fastest and least expensive means of communication but also
the one that creates a large threat to a business. Employers have legiti-
mate concerns regarding employee use of email. Generally, email poli-
cies have been implemented such policies to protect against employee
abuses such as:

¢ Employee "theft” of sensitive and confidential information.
Employee lost productivity.

¢ The transfer of viruses from employee emails to company computer
Systems.

While the above policy considerations are important, businesses must
be equally cognizant of the fact that email policies can protect busi-
nesses against liability in legal actions brought by employees and outside
third parties. This article explores the issues with email usage as well as
suggestions to prevent your business from becoming involved in similar
SItUATIONS.

Discrimination Issues

Discriminarion issues are frequent topics of litigation in which emails
play a prominent role. In one case, an employee filed a sex discrimina-
tion case against her employer. The employer moved to preclude the
employee from offering certain sexually offensive e-mail messages at trial.
The court found that certain e-mail messages offered by the employee
were admissible and could be used by the employee in her lawsuit.
Similarly, African American employees sued their employer after racist
e-mail was sent within the company’s internal e-mail system. Racist jokes
sent over the employer's system were permitted to be used as evidence in
the employees’ discrimination suit.

Generally, in these instances, the emails were personal rather than
business-related. In writing a policy you should completely prohibit
personal e-mail on employer systems or provide for reasonable personal
use within specified limits. At the very least, the policy should torbid the
use of e-mail to transmit sexual, pornographic, racist or other offensive
materials in messages.

Expectation of Privacy Issues

Despite the fact that employees are using an employer’s email account
and not their own personal accounts, the courts have found thar an
employee will have an “expectation of privacy” in their e-mails absent
evidence or policy to the contrary.

In a federal court case, the employee was an independent insurance agent
for employer. He claimed he was wrongfully terminated and entitled
to damages under federal law after the company searched its main file
server and learned thar employee’s e-mail showed improper behavior
such as criticizing the company and revealing company secrets to com-
petitors. The particular law in question prohibits the intentional or
willful interception, disclosure or use of a person’s wire, oral or electronic
communication, including the monitoring of employee phone calls,
voice mails, and e-mails but only ar the rime rhose communications are
made. The Court ruled that while federal law prohibits interceptions,
the employer did not intercept them at the time they were made and
as such, the employer did not violate the law and the employee’s claims
were dismissed.

While there was a timing issue in the above case which fortunately
protected the employer. The federal law does provide absolute protec-
tion when one of the parties to the communication gives consent to the
interception andfor monitoring. Pennsylvania has a similar law which
more or less mirrors the federal law, except that the consent provision
is stricter. Pennsylvania law requires consent of all of the parties to a
communication before that communication can be intercepted and/for
monitored.

Notwithstanding the above law, Pennsylvania courts have recognized
some employer rights. In one action, an employee filed suit for invasion
of privacy after he was fired for making inappropriate comments using the
employer's e-mail system. Although the employer assured the employee

that all emails were confidential and would not be used as a reason to
fire someone, employer did review employee's emails a fired him based
on their content. Employee argued that his termination was improper
because it was based on an invasion of his privacy. The court ruled that
there is no reasonable expectation of privacy where the employee trans-
mitted e-mails to his supervisor using the company e-mail system regard-
less of any statements that the emails were confidential and would not
be intercepted. The court also stated thar even if there was a reasonable
expectation of privacy, the employer’s interception did not overstep the
line and the lawsuit was dismissed.

Practically speaking, a detailed comprehensive and clear e-mail policy is
the best way for an employer to limit potential legal liability while pro-
tecting legitimate business interests in e-mail monitoring. An adequate
e-mail usage policy must inform employees thar all e-mail is subject to
monitoring. The policy must be in writing and fully explained to all
employees. Employees should sign these policies indicating that they
understand and consent to all measures contained in the writing. The
policy should also clearly explain that the company e-mail system is the
property of the company and is intended for business purposes. It should
state the company reserves the right to monitor the use of e-mail at its
discretion in order to insure against misuse. Finally, the policy should
make clear that employees have no expectation of privacy in any mat-
ter contained in an e-mail sent or received, even if deleted, over the
employer's system,

Attorney-Client Privilege Issues

Maost recently, the courts have decided cases dealing with emails sent by
an employee to his or her attorney and whether attorney-client privilege
is waived. Generally, with limited exceptions, any and all communica-
tions between a client and his or her lawyer is confidential and any infor-
mation coming from these communications cannot be disclosed or used
at trial by the opposing party. New York and New Jersey have recently
dealt with these issues.

In New York, the employee filed a lawsuit against his employer. The
employee sent emails to his artorney discussing the case but used the
employer's computer system to do so. The employee tried, unsuccess-
fully, to assert that the emails were confidential and could not be dis-
closed to the employer. The court found that because the employer had
a policy limiting emails to business only, the attorney-client privilege
was waived. The employer’s email policy even trumped the now nearly
standard language found at the bottom of emails which sets forth that the
email is confidential, intended for the addressee and should be deleted if
directed to the incorrect individual.

In New Jersey, the court addressed this same issue, but with a twist and
arrived at an opposite conclusion. The employee used an employer-
owned laptop computer but used a personal Yahoo email account to
send emails to her lawyer. The court held that the communications
were confidential and could not be used by the employver. The court
concluded that the computer, although employer property, was nothing
more than a file cabinet for personal communications. There was no
basis for transforming private emails, especially between an attorney and
a client, into emplover's property.

These cases muddy the waters to an extent. While no court in
Pennsylvania has decided a case with similar facts, the New York and
New Jersey cases should put an employer on notice that despite a formal
policy in place, it may not be able to intercept and access all email com-
munications. Certainly an employer may want to consider including
a provision setting forth personal email accounts, such as “hotmail” or
“omail” used on a company system or computer are prohibired.

Owerall, employers should review their current email policies to deter-
mine if the provisions are such that they will not be on a losing end of a
lawsuit like the ones discussed. If employers do not have email policies in
place, it is imperative that a policy be drafted, not only to protect against
those legal issues, but to also protect against general emplovee abuses.

This publication of Maicllo Brungo & Maiello, LLP, is issued o keep clients and others informed of legal developments thar may be of interest,  If you prefer not to receive information about
Maiello Prungo & Maicllo, please call 412-242-4400 or e-mail l@mbm-law, net. Arricles in this publicarion do not consrirure legal advice or opinions and should nor be regarded as a subsrinure for
legal advice for a particular marter, Artlcles may not be reproduced without express written permission by the author and Maiello Brungo & Maiello, LLP. © Maicllo Brungo & Maiello, LLP, 2010,
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P R E M |S ES LlA B] LITY injuries arising out of an assaull ;u_ld battery, even if the insured is
i ! found liable under a legal theory of negligence. Pennsylvania courts

- /q (and courts in multiple states) have held thar a claim which arises
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and barttery exclusion, even where negligence is alleged in the com-
When [eviEwing your _'i-"_‘”""l*’-‘"'f“'l general ].[;1]"-|l|r'5,' coverage with plaint, because the claims arise from the physical injuries caused
respect to premises liability concerns, check for the assault and bat- Ly the assault and battery. Victoria Ins. Co., v. Mincin Insulation
tery exclusion, and whether this is a concern with respect to your  Sepyices, Inc., 2009 U.S. Dist. LEXIS 84082 (W.D. Pa. September
business operations. “Assault and battery” generally means violence 15 2009).
toward a victim, whether by staff, invitees or other third persons.
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supervision. the exclusion, if the insured requires coverage over such incidents,

When a commercial general liability insurance policy contains an  MB&M can assist in reviewing your policy coverage, and analyzing
assault and battery exclusion, the policy may not cover a claim for 5 explaining your premises liability risks and concerns.

EMPLOYMENT SEMINAR

Maiello, Brungo & Maiello has partnered with the University of Pitsburgh Small Business Development Center (SBIXC) to present an
Employment Seminar geared for small businesses. MB&M's Employment & Labor Law Team will speak on effective hiring and firing, developing
employee handbooks and use of independent contractors. For further information or to reserve a space, please contact Lisa at l@mbm-law.net.

Friday, May 21, 2010 ® 7:30 to 10 a.m. ® $25 ® Mervis Hall

University of Pittsburgh Campus, Roberto Clemente Drive, Pittsburgh, PA 15213

MORE ABOUT THE SBDC AND MB&M PARTNERSHIP

The University of Pittsburgh SBDC offers assistance through programs, services and specialized support to entrepreneurs and small businesses.
Maiello, Brungo & Maiello are the exclusive legal sponsor to the University of Pittsburgh SBDXC First and Second Step programs where

John Prorok and Lawrence Maiello educate small business owners on the Mechanics of Starting a Small Business and Developing a Business
Plan. Classes run year round at the Qakland campus. For dates or further information, please visit the seminar and event section of www.mbm-law.net or
heep:/fwww.entrepreneur.pitt.edu/shdc/shdc_events.php
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